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Enterprise Security Director / Security Architect / Cryptographic Subject-Matter Expert 
Certified Information Systems Security Professional (CISSP) with a solid eleven-year track record in the information- and physical-security arenas. Extensive experience in the management, design, implementation and operation of security systems, applications, policies and procedures to minimize vulnerability impact. Talented translator of technical concepts for non-technical audiences. Highly capable presenter, instructor and trainer, from college classrooms to corporate boardrooms. Recognized for outstanding ability to match technologies to requirements, and experienced with government and industry regulatory compliance, including HIPAA, FISMA, Sarbanes-Oxley, GLBA and PCI. Expertise in the design, implementation, and operation of production Public Key Infrastructures (PKI). 
PROFESSIONAL EXPERIENCE     


U.S. Food and Drug Administration (FDA)  (Contracted through RTBS, Inc.)
Silver Spring, MD, 01/10 – Present
Cryptographic Subject-Matter Expert (SME) and Cryptographic Systems / Network Security Architect

Responsible for the design, testing, and implementation of the Cisco Network Admission Control (NAC) infrastructure for the FDA’s entire (wired and wireless, LAN/WAN) network, including all major campuses and satellite offices.  Primary focus as SME for 802.1x design and integration with FDA’s Public Key Infrastructure.
· Includes the use of HSPD-12 (“PIV-card”) smartcard certificates for user-level authentication and device certificates for machine-level authentication

· Design includes port control for wired networks and best-of-class security for wireless devices

· Other projects include Cisco VoIP server (Call Manager (CUCM) v6.x/v7.x) operation and system upgrades, disaster recovery administration, and SDK use.
PROFESSIONAL DEVELOPMENT 
8/09 – 12/10

Zimmerman Associates, Inc. 
Elkridge, MD, 4/09 – 8/09

Principal Information Systems Security Officer (ISSO) for the Federal Emergency Management Agency (FEMA) Map Service Center (MSC), and only full-time ZAI corporate security professional.

Responsible for the design, implementation, and audit of enterprise security systems, management of FISMA (Federal Information Security Management Act) compliance, audits and other regulatory assertions and certifications.  Also tasked to conceive, create, and present security-awareness training and writing corporate- and project-level policies and procedures governing security requirements.

· Currently updating Certification and Accreditation for MSC to renew Authority To Operate (ATO) credentials

2020, LLC 
Baltimore, MD, 3/08 – 3/09

(Contracted to Department of Health and Human Services, Centers for Medicare and Medicaid Services)

Principal Systems Security Officer for the Common Working File (CWF) 
As firm’s principal security officer, ensure the confidentiality and integrity of the CWF development process and related HIPAA data. This process is the decision maker for approval of Medicare/Medicaid claims (more than 3 billion transactions annually). Design, implement, and audit enterprise systems and physical security infrastructure. Manage FISMA (Federal Information Security Management Act) compliance, audits and other regulatory assertions and certifications.  Conceive, create, and present security-awareness training. Obtain consensus from senior corporate officers for security implementation and compliance. 
· Shepherded company from start to finish through error-free Phase I of FISMA audit within a month of  hire.  (Zero POA&Ms generated.)  Successfully obtained compliance in a fraction of the normal time.

Laconic Security, LLC
 Boulder, CO, 11/07 – 3/08

Senior Security Consultant

Lead architect/engineer for design of Cisco Network Admission Control (NAC) infrastructure for municipal government installation, including 802.1x and cryptographic system design and integration. Conducted network assessment/analysis for optimal architectural configuration/integration.

The Discovery Channel (Discovery Communications, LLC)
Silver Spring, MD, 2/06 – 7/07
Director of Global Information Security


Recruited as first-ever Director of Information Security, to create a seamless domestic Information Security operation. Founded the Global Information Security (GIS) group. Developed strategy for security administration, monitoring, and coordination in seven international regions. 
· Led design, implementation and operation of a comprehensive, highly effective vulnerability-management program that eliminated 50,000+ active vulnerabilities, reducing unpatched vulnerabilities by 95% in first three months:

· Operated Tenable security application for the identification and enumeration of vulnerabilities

· Led team through investigation of web-enabled and conventional applications for vulnerabilities. Recommended solutions and presented monthly security status reports to Senior Executive Vice President.

· Post-implementation, maintained average of less than one vulnerability per system companywide.

· Published full complement of security policies in preparation for Sarbanes-Oxley compliance.
· Developed company-wide information-security training program.

· Managed security portion of PCI DSS 1.0 and 1.1 compliance projects.

· Achieved PCI compliance for all retail and e-commerce operations.
CyberTrust, Inc. 
Herndon, VA, 5/05 – 5/06

Senior Social Engineer / Architectural Consultant
· Incident response following a virus outbreak, rootkit detection/removal and network traffic analysis for a major educational and publishing enterprise. 
· Security review and risk analysis of new system design for a 3-million-user, full-service web-based financial suite. Identified major vulnerability in design stage, sparing company both reputational and monetary risks.
Bank of America  Corporation
Charlotte, NC, 11/04 – 4/05
Senior Consultant/Supplier Security Assessor (contracted through TekSystems, Inc.)
Key member of project team to ensure supplier compliance with OCC regulations and industry best practices. Managed risk assessments for vendors, providing assistance with remediation plan development and execution.
Constellation Energy Group
Baltimore, MD, 8/03 – 8/04

Identity Management / Cryptographic Specialist (contracted through TekSystems, Inc.)
Strategic security infrastructure architect/project manager for strategic security infrastructure projects, including all credentialing and authentication systems within the corporate environment. 
· Research for solutions to common identity-management problems such as cryptographic access, provisioning, authoritative information sources, and credentialing, including smart cards and other token-based authentication.
· Developed a cohesive 802.1x (EAP-TLS) authentication solution for 802.11a/b/g technologies enterprise-wide. 

· Designed Windows 2003 Certificate Services (PKI) schema and certificate structure for enterprise use
· Implemented companywide Password Self-Service portal.

· Reduced password-reset helpdesk calls by a minimum of 5,000 annually, saving more than $110,000 per year.
Wachovia Bank
Winston-Salem, NC, 5/00 – 8/02

Chief PKI Architect / Information Security Architect, direct report to Senior Vice President of  Information Security 

Technical Team Lead, responsible for the design and implementation of corporation-wide PKI. Designed as a combined technical and business solution, both for internal use and for sale to retail and corporate customers. Defined technical direction for PKI and provided input for selection for each component.
· Wrote portions of certificate policy (CP) and certificate practice statements (CPS) for PKI
· Served on purchasing / licensing negotiations team for PKI components.

· Designed physical structure for housing root and sub-CAs.
· Selected as Cisco wireless 802.1x infrastructure security architect, responsible for testing and securing wireless network infrastructure; discovered undocumented flaw in Cisco 802.1x implementation.

· Performed wireless device network vulnerability analysis.
· First person to identify “WAP-gap” vulnerability in RIM mobile device infrastructure
AETNA Corporation
Middletown, CT, 5/99 – 5/00

IT Security Specialist, Security Architecture & Engineering

Recruited to this position. Instrumental in ensuring the confidentiality, security and privacy of Aetna’s proprietary customer information. 
· Member, Smart Card technology team: Research, design, prototyping and testing for SC implementation. Evaluated all aspects of smart card technology for large-scale commercial deployment (up to 5 million customers) and enterprise-wide security enhancement, integrated with PKI, LDAP, and AD. Researched formats including Open Card, JavaCard and PCSC. Feasibility and logistics studies for issuance, revocation and bulk loading of card data.
· PKI specialist, part of the team responsible for the maintenance and upkeep for the production PKI environment

· Ensured compliance with federal security regulations from Health Care Financing Administration (HCFA) and Health Insurance Portability and Accountability Act (HIPAA). 
·   Analyzed and verified security of VPN design.
·   Researched smart card and biometric solutions for integration with SSO project.
· 
Designated as PGP Corporate Decryption and Signing Key keyholder.
EDUCATION/CERTIFICATION    

Certified Information Systems Security Professional (CISSP) 
 received October 2004, renewed 2007
University of North Carolina, Charlotte, NC 
2002
· International Business and foreign-language courses
TECHNOLOGY EXPERTISE
· Familiar with smart card technologies including stored-value cards, proximity access, biometric identification, PKI integration, secure execution (SET)
· Smart card standards: JavaCard, Open Card Framework, PC/SC, ISO 7810/11/16

· PKI applications: RSA Keon SentryCA/RA, Valicert Validation Authority, CertCo CertValidator, Baltimore Technologies Certificate Authority, Certificate Policy/Certificate Practice Statement (PKIX RFC2527)

· Security Hardware: nCipher nFast/nForce/nShield, Chrysalis-ITS Luna 2/Luna CA/Luna CA3, Gemplus, Schlumberger, iT_SEC (Schumann AG), Datakey smart card solutions
· Security Applications: PGP (corporate license), OpenSSL/SSLeay, MS-Authenticode
· Database architecture integration: LDAP/X.500, DB2, UDB, MS-SQL, Oracle, mysql
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